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umm i ] m ffciftxx- y a y^rar-if jsit^^x 

fern b rj;Hc J; OilflSrff ^ J: 3 fc^lSSfut* <y b 

v-7t,zaif&^iE£ ffir? hfjmx'h^x. (tna * >y 

h7-^ ±T*<k5M £ :fvr ^ & y ^ -y b £ J3£ 9 iMrf — ? 

a — /b<597 *! 9 ^ — 9 £ WlJt^•ii^'r••i3 ^/t3V7^ 

^y 3 y7r^ tuxm^ntzm mizm-^^x is^ 

U MKx-^JR*Igj&^W^ y h Srfffia^M-fc 
ty',*— /VC'? ^ /b;? y >?LX >y b?»Mt 

/lay?-; 91— is a >?t -1 /UXi%j££tifzftm$:M 
tclrlBx - fftf&XMfrt, <r>Wfc -r— * CTTE^'Ife* L 

y - ? t a t 1 4 ^ je £ mm -r 4 ^bt h -> t . mis * >y 
i/-y 3 y7r-f ;i--ct§?g § titzmm. \z ^xwte 

ya-zi'-c^ v yyLxmw^ -y hCOfflftfcZ 
tifzT—?*7LCD¥mzUffimtZ> £ 1 1 J: 0*Wr7*— 

^7 ?'y— v-g y:?r^/bTl#5£§;ft£ft^£»ciiu 
ISx - ^ £>cr)Mffi"r—9tz^jE t>m± I/O * 5 

trW'g.-th'r-fmm&t imttzz t swat-*-** 

-y hV-^^fiEMtff^So 

ft/o b a/Wci 9iifl£frd i 3 fcamSSfufc* -y b 
V — 9 _hT-eS £ ftO ^£ ^ >y b £ IX 9 &tf T— ^ JR 

l „ mfia-f- 9 mm^m- %&&Mft 

ty^.— /VC? * /b? U y^'LTMIE^"^ >y bc*Mfc 
Sfufcx— ^fc^^ffitcWM**-* - 1 izX KiMffi? 

tz^yy a 7v— is* y~?rA /uxi^^tifz^^m 

iz mi-r—?ft$L^mfr ^fflffi"?- ^ izT-iEfim± t 

X ^ £ ^^'J^-T 4 t * S? tff #11 1 Sr 3 y f a - ? ten 

[0001] 



Stf T n ^ 7 A £ 1 2ft L n y b° a - 9 WifrW. 0 ^Tfg^r 

iifl^T— y 3 y^^-cpga-fb^^ra h hmzx k> 

wmitfio ct o izmmztitz^-y hv-^^a^xmrn 

Ztih'r--? ^ILifiWk LXV^hi^frZ MVt L * -y 

OTc ^ -y b »7 - ^ ^lEMWTn 7 '9 A £ IS» L tz n y t 
a.— ^BE»KO^riKriB»*SEflEtcR|-r'& ^^T'S>S . 
[00 02] *^aeS+T(i, *-y M7— ^C*5(t* 

[0003] 

[«*«ft»l fig*. «fgx^-yaycoraT-x-^« 

HSJft^fi 1 -5 kolzmmZtlfzi/XT-MZ^^X, 

n €. -r - 9 \z-^SjfiWk^. L X U S jS^* 1 2r SWf "T S IWf 

[0004] it, issiffljsmem 1 «^*s*ff t l 

Tli, WitT7Ji=£'r/K0b9y^sJ?— bJi ( b^yx 
^-M/-f -*r) ±tc©BLTl!)f^L. b^yx^-bL- 

A.&mmLx^&wm.itzx <o . MtTc^f-x -y 9 
as l t j5 s 1 1 s n. s < § mnm^ z a w as* 

4±^CL/£lWf^T-A!ftqBIES*l.T^«. (TCP 
WRAP P E Ft ; Marl9 1996 ) „ 

[0005] tfz, ±.tmm^mcom2commmit l 

Xii, bV-^jlfiOHt^ffifflL^rV^y 7 b^i 
J; 0 A-bxVXy'^i7)^iE : 5:Ty*-feX?r^jn-rS^t7) 

ifilbh (The Design and Implementation of Tripwire 
; Feb 23 1995 ) <, 

[0006] s b\,z^ ±3zmm^mcom3commsmt 

LXli. AffiW^iE (^5'y^y^' (Cracking) ) # 

■y ^"^S =t 3 (~ Lf: i> (T)ifi^bh ( Satan-network securi 
ty scanner ) „ 

[00 07] ±IB»ff^^m4^*^ft L 
TSi. ^-y bV-^ilft^-COtcoj; 0. *7F7-7l 
fltC i-5t?7 -y >-i?"§iXT L . * 5 ^fcrsSr^T V ^ 

^xbn^ei-^^sss'i^iasi^w-fe^ 

(COPS; Nov 171991) . 
[0008] ±iEj» WTj 5 cy)fi=*Sffi t LT(±, 
UN I XTfflV^tLTV^i— fWU7- b'^^^c 
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t fzmgtf; v - k Tfo 4 <i t i f m l x a"x v 

-I'Wtt^fci^i J: d t3 LfcyXf i*i ! 3bli (Crac 
k Version 4.1 ; Mar 3 1992 ) „ 
[0009] _hlE»W*^m6^*SWt LTiX 
Wm^-v hmiL^mffiZft 0 £><W$>4 (Sniffer 

) . 

[0010] ±IB«tf*a^7^*feffri: 
LTti. BJB-ftsnfernhn/K^i >9 fitmx^- =y a 
yfal^jIfl^T 3 *>y NV-^W^Bt^XxAT-S>^ 

fckit, X&oW^:/ y/l^£^4lr— b^xr— 
> y b £-ffr£ Lxm^h X o lz Lfz t <W$> 4 

(1tlB¥4-3 1 5 3 4 3#&fg) . 
[0011] 

1 ±*Ur, b 5 ^.x*- b ly^f -V^^-r— 

IE<yJft?tfrt+^T123:l ^ v ■> 3 * . 

[0012] JJ5ff^<9ft*8E»fc£*Ur, *-y h7- 
?iIftJSt££*LTl^V^#x *-y ■PWMco^f 

[0 0 1 3] ^ti^mi , 2c^ts!*jS»j{cJ;tL 

fcf, IMf 1 3y t a-j'^X hXf -y 3 > 
(JEIT, r *-*bj ) tefc^SJBWatSfcSg 

[0 0 14] ^LT. JilBm3~5i0tM*S»tJ;iX 

[0015] ±3t. ±IBIS6^*SWt ±*Uf , usa 

7 -y * >-/Sff(:W^T7 'J^-ya yJi-b -y 5" a 

[0016]—*. ±tE^7<7>S£*gtflft;: ±*ur. rn 
b 3yvco#W -\-mizm— ^ y a— ;iTSii/-i -ras^r 

~?x^&tztib. mcoisj ^tcommx^iEimm-tiz 

[0 0 17] -tzx\ #?&tycomicr>BfflZ. ry°oy 

mVtz^'y hV—y^FsEMffigiSMVItZ*"/ 17-^ 



jEflW y° n ^ 5 A 5r 12JI t n y b° a - ? m 9 ^"ffi 

[00 18] *^0JcoH2£7JSW(S, 
^H<7)ffK<7)jlfi?rjK d b b fet. rob 3;HRcoJft*: 

JT&ZfflmLfz^v b7—??F]EBt8i&MMXffc*>y b 
V - ? ^jEWW y'u 7 y A sdMt Lfz 3 V b° a. - ^ 

[0019] *5MH^3tfDBWli, ffiX<7)T 

n b n;i^S:ffx 0 ia -I t jfi^S S*7l7-? ^FiEfi?Hf 

Mt^'tc A- >y b V - ? ^JEJPfWrn ^ 5 A SrlEli L ^ 3 > 
[0020] 

i afcflB*S*ut*v bv-^tc&tt&^iE^J&tFrrs 

^- -y b y - y* ^biEftl WS"ffiT-S) ot, A- y b V - ? ±T 

fraM $ iiT 4 y ^ «y b £ ffX 0 j& tr f - ^ JR AXS b , 

7^-?^ffti^Mtfct*3y7^1/-y3y 

Uli^^A-y- >y b Sr^P^Jl'ft^eSy a— )VX'y 4 )V? 
U y/LTA-y-7 h<nmftit%titzy ! —7*7t<F>%-mz 

mmmt ^zbizx^mmf-^^ sf-^ ft* 

fff- y* t ^JEtm£. LT\*&&W£t&-T'-? ft? WX 
[00 2 1 ] Lttf'oT, -r'-^f^figXSt^v^T. r 

y;b^ U y^LTy^«y b^lH^ltSii^r-^ ^7C» 

mffifcBHBiw-* itfcjto mm?- ? lt v ^ s 

UWzftZi Lfz^JEZ aWfcWBO-r 4 i t ^TS 4 . 

[00 22] #fc*.y b 1 7-y'(Ci3it4?biEiiT ; -y'aP 

3 i t tf^mrCfo 4 *>y bV-^±fteM$ttT 

-<7^^-^g|5^CTjE^SIit^^2r¥iJS-r4c r ){i:fflli 
-C*4 0 i^x^t. *^xii:H«^f*tom*«ft4 
T — ^ £ MVrttMi b L T ^ 4 cO-C t- ^ SP^ ISFiEj&*3I 

[00 23] ftfe, il*3S2ia8«^SMBtt, tffgjlft^ 

3 J: 3 tflHSSfut * y!7-y ti3tt4XX2rftlW 
tl)^7h7-7 ^biEftltf ^S^BT* -pT, ^ -y b V 
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- ? ±Tmm ZttX V * 4 it* >y 1 Sr IX K) &trr-* MM 
AsWiyX— ?& : ?#M.ft)2 s & , Vt5^iz3yy >f ?V— 

— ^JRmSB3&»^W«y>y h£#PgJ&ffr&i^— /VC7 -f 

7 r /VCt£5££ tLTt rt^Sr !l:f- ? ffcfcg&a^ COS 
trf — ^ KSTvE* 1 ^* L X ^ 4 4 -f - ? W tfSP 

[0 0 24] Ltzifi-yX, x-^ffrSSP^fc^T. x— 

?ikssk^o^ ■•/ i %&mmvcfj a.-!vx7 4 >v 

x\ f-^fmuxiif-^ t LxmMcDfo&nmmm 

[0025] § £>t. iiWKB3ie»^)f|i!W4. ffifgjifi 
^f-ya yeoig-eraJf -ftSfutTu i n/nc j; *) mm 

h>^ >y 1 £?X 0 e=tfT-^iR»*)lt „ B«tsn/i 
7o 1 aMzm t^PgJB^^A— £^ 

fttfcM&x/res v vfc n y :m ^a— h ^ 7 T 4 ^Tfg 

y-7i «oiBBMk § #ut -f - ? £ jtcvmtL izmmm-t & z 
bizx <ofmt"r-?it imt 4 ? ftfe&m t . 

zfcfzftmzmzT-^ftf&^Mfj^comffi?-?^ 

jEtf¥b±LX^& irftifct 4 t— ? tt&f #JB tJ^^ 
j. - ? tcjlff $ -t 4 tz they?' a f y A & lei* L £ 3 > tf 

[0026] L3t**-oT, ^ ytfA-^tfE^^frtifS 

[zx^xhhvAi^ey^^ru^y^mft-fhZb^z 

*-y l7-?feM^T-?M*(^£L^ 
[0027] 

mmmmco-m t,zm^ ^x mmiztm-th . a 2 1= » 

*f&aj] tcffi S^vlV-? 3FjQIWf*j£3WtS $ titz * 
[0028] i«H2fc*JV^T. fffiimwyhy 

— ^ (HIT, aANj ^^)T*D< i«lANl 
«4;l~^2*^-tT^ff^ ; ^'y hV~9 3tfiW^^fi 

[0029] *HS6J^ffiT{i L A N 1 (i, StWXf- 



iibfr^h* zwvmmmmi iwv- ?2izm 

IgtZtlX 'V^S. (Mb. LAN 1 t Ut±±i^i)«tl 

[00 30] Mff^* -y 17-? 3(4. *SMHfc:ffi4* 
7 17-? ^FZEIfW^^ ^ilt" S*7h7-? ^FiEflf 
t/fyx^A 5 0 t , n^yys'x 5U, ftffi8fDsltfc5 
2, 5 3tH4li. *>y hV—7^AEmrisXr-&5 

2«4;k-?2 1 b *iBRfCV^4. 

gS^[H*l5 3(4rj^WN'X5 1 1 ;l— ? 6 t SrgM LT 

[00 3 1 ] * -y 17— ^^iESfW^Xf-A 5 0 

{ita!*tO ^. <y 1 7— ? ^iEWW i-Xy-AbmMiza yt° 

Am71*°-l^#«-fy?7i-Xk, iC0^.<y 
1 7 - ? ^ 1EM W y x -r A & HJg-f- 4 7° n ?" 5 A ^ -e w 

•I.^JitfyN- lfVx?i7^ 7"^at , r-^^S 

[00 32] H3t3. *5|BHtffi 4^--y l7-?=PiEflf 
*T^rffi«^SfeO— ^JB^^-r. .1^113 (c^V^T. ^>y 
17-? TjQWt ^ -r A 5 0 (4 . ft'^ffMil^B* 1 

^m'&mwizMmzii.tzyvfy j±zmmt$> a t tzx 

TBJB'ffcSfLfcrn 1 3;ltc i OaSSfro i a tflgB 
§^it^7 1 7-? ^fcttS^liESr WPf-T 4 y^fAt 
Sl> 0 -T^ri5*>. ^->y !7-?^IEMtfyX7 : -A5 0 
(4, Wi.tr*W»*>y 17-? 3 TeiSSixTv^y^ 

•y bPTSKOatrr-^lRJIIXStltfffri'r-^JR 
m§P5 5i:. t-?JRASP5 5*>4.<D^^>y IPTa^ 

bl/Z£ 0 »ff- ?DTSr ft£j(W 4 x- ^ffJjtES i H 
fl-f-4T-?lWgp5 6t. x-?fffl!cg|3 5 6frt><vm 
ffi f - ? D T CTmE* 1 ^ LT ^ 4 *^'JS L T «W J&H 

cdc & aijj-r^ r— ?«wxs srHfi-r s t- 

[ 0 0 3 3 ] IHtC. *<y l7-??liE»tfy'X7 i A5 

oc7)i#Hffij^^^-r. zcomnzm^x, r—fWMM 

5 5{4, Mx.i4M«^^-y 17-? 3^T'f£M$fLT 
V>4y^-y IPT^KDjitfT''— ?l[XftMJlSI5 5 5 1 
b , ;^x-?JR*MagP5 5 1 ^x-?iRftMU^M 

•f-?JRm»lSR5 5 1(4. )RiU^r7lPT&f 
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[0034] 7*— ^ftUfctfS 6tt, ©JB-fkS^rn h 
3 Mzffe t?z ffliiS'ik^ is 2.—)V<F» n° y * — ? £ , WIS 
»i2«CT4J V vfc 3 V 7 >r ^ U - a V y r >f /1/T? 

y--y b VT a^^MMit^J a.— 1VX*7 4)V?Vy-7'L 

J: ^Sfff-^DT^Mf^f-^* 

[00 3 5] £Of*-*f&S*5 6HU t^'Jt^ t . P§ 

aiJ5 6 2 fc^flMtSfrC^*. MfflPgaStS 5 6 2 
(4, f^^t'^utay? ^l/-y 3 y7rl 

ist. mm-\t^j^.~)V5 6 1 (±, t&jg^ao' 

- 1 £ i 0 *fff- * D T & ffiftTS 

[0 0 3 6] PgJS-ffc^yjL— ^5 6 1J4 S IVA^r^i? 
a-;16 1i , — , kW-f^i/jt.— /1/6 l k , N 
1/^^^-/16 1,, ^^SSlt^W ^^'a — 

[0 0 3 7] 1 I/^-Vtya-/16 lj i±, If&j&tix 

/f-¥7 < ;l/^6 l lfl fcj;ixi L/-f-"rB«^gE6 l 1E ^'« 
j&S^S. kW^t^-zieii <4, Wft&$.tvfz 
^nyy ygy7r-<;i«i*iS(:fBtt, kW 

-\*7>f ;l/^6 l k flfc £ fct>'kl/-f-VH1i^g|56 l kB jSi*«j£ 
NW^i^JL— A-6 1 N i4„ IK»j&i*Ufc3 
4 :7V— i/a r-^/l/tO^tlEtT, NW-V 
>M/t^6 l Nfl isJ;tXNW -^WW^SP 6 l ME 3^1fj££ 
ix& 0 ^LT. ^S-W^ 1-^-/1/ 6 lj , 6 
l k , 6 1 N (4. lJ&^NfCJHI(C^IStl.l. 0 
[0 0 38] 0JfPWSSP5 6 214, S-W-V* 5^-/1/ 
6 1i , 6 1 k , 6 1 N fcfc^T^-^ffrS 
■T*7 f — ^fftRM»ai6 2 at, #W • J r^^A-;i/6 
li, -, 6 1 k , 6 1 w {ZHUXf-^COWm: 

mmt h*^) mmm e 2 b t , mm?- 9 d t & tat> 

S-fr4fc«x?5T^5-fif*B3!iat6 2 c fc j&^flUSSfiX 
*l/C. *JfflPB?8SB5 6 2(i, 1 W^i/'-x- 
/U6 1i , kl/^^€y'j.-/l/6 1 k , NW 

[0039] 7 s — ^MffSP5 7 {4. ^ibm&-&A,T$5^ 
fzayy -i ■fv—i/ a >7r^f rt-TftjeSfut F*Ji:£S 
tf - ^ ffr£g|3 5 6 *» WjWff - ^ D T \ZWsHfiWt&. 

1/0*4 ■frWfeLxtffiimc d c $■ aj^-r * x- 



[0040] ZKJDt 1 — ^fi¥WSE5 7dl 77iJv--y 

3 yJB-fe -y is a y#e<^7^-^£^iE* i Wi.* 1 ^jlftrr 

l77Uy--y3mMf5 7 O^tt^fLTV^ 
4. 1 IC0T7° , Jy--i/3 VT^Hf^ 7 0 

(4, ^ftM^^i^f^ yy ^ yv—i' a>y r-IMzil 

m$tiT\,->z>ft&izm~3^-zy ;t/^ y y^'at/Ba^ 

[004 1 ]@4tC, rjy^-f^V— ya>7r^l© 

M&*t"o «roH4tc:i>^T. rjy^ ^"i/— y a y7 

tfSE 5 7 -cpw -r s « mzwz at* i fc ^-c * * i a 

o T ti 0 . <5<U If 13 4 t^-T ± 3 =5: 1*1 W ^ IBttT'S £ 
J; d fc^r-p TV ■>•?><, 

[0042] EI 5 PmM^X^ArafflSfg^ ( O S 
I ; Open System Interconnection) CO 7 JB^T^VP^OM 

l/-i^80 1 . ^ W-\*8 0 2. *7b7- 

3^1/^805, 7l/^>f-y3yH^8 0 6, 

[oo43]aiw j r8oif±, b*vheajtie»3r 
comm. mmmcomm%ftotzfocoh<7)Tfo & « *rv** 

[0 044] «lc^iat«ft$il3t*y ^^IQSP 

[004 5] ^dT\ IK^-y hV— 7 3cr>a^yj<. 

fflS^?A B Jr7 h . ^Jitfaflx^^ 9 0a, 90 
b, 9 0c, 9 0d3&*8HlTV^SfcTSo 
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[0046] dil^^ilflx— ?90a, 90b, 90 
c, 9 0d(i:^Ji„{fH7^^J:a^Sft5feID9 1 
a, 91b, 91c, 9 1 d fc . 7U I D 9 2 a , 9 
2b, 9 2c, 9 2 di:. Jl#9 3 a, 9 3b, 9 3 
c, 93dt, f^94a, 94b, 94c, 94d 

[0047] zcoa^yj^x 5 1 jL^e&Sf^ilftr 

Miif r I am a cracker, j ^^TT'J^yn 

(S) 21), ri au fcl^f-^94bfc, r a 
cj k^0f^94 d £ „ r rac j tt^f-^94 
ah. Tker.j fc V ^5 f-J 9 4 c t t#WS*lfcT— 

3? ^LT. S&fc^SMKSfrC (S22) ^ 

v ^Wtfcilftr^ 90a, 90b, 90c, 90 
dCSfu <l^^{Sia5^-rpgii^7 : ;P80 OCJ: 

?3±^0T^*#ffiti, aif^90a, 9 
Ob, 90c, 90dtW, ZCO-t— ?¥-&X\ SfSf 

[0 048] 116 tjarri^fc. *>y W-?^!ESWf 

&tr (si l) . itLCiO. x-*fMW5 6£)ii' 

W ^SS^SP6 1 1B , kW^y^6 1 k 
cok W 4/1^6 l kfl &tfk W-\*BflK6SB6 
l kB , NW ^y^- ;i^6 i„ ^Nl^-V? 

yy A^V-y^yyrAMz^, T-*jWr*57 

[0049] i <! X\ N<S9tf J2. H 5 fcr^BWffc^T 

<tosfeffis*i4o ^mmmmxn. n=7 bLxr^j 
pm-tvi*-* ymmztxwmm^t x o izhxz * • 

[0 0 5 0] mz, r-^JK*a55 5li. f^^KftM 

Tt^JryhPT<?)1^7b (Mi. fcfiHtr- * 9 
0 a) grflXDiZ^ ( s l 2 ) s Zcoi h&ziyt 0 
a-?yXf^±fEiilS/' l :!iA^^■fa? 
>f^{^fc*-6ff«xUrfc=it-S<iS (si 

ir^Mi Fgift^ya-;!/ 5 6 1 ^) 1 t ^y 
;l/6li tlXOSSix. 3y7^>-ygy7r^/l/ 



tfofflf«fcjiKtT i isj^B&mmzmfLx&nmni' 

^Wy^.-/H:lt (S14) 0 £<£>1 WA^Sol 
-;P6l! Tli. '^y h^^y:^8P<7)S* S^Sr^ 

7 4 ^> - a y 7 r >f ; I/C*B£ § tt X ^ & t ^ * St X 

[00 5 1 ]»^\ 1 WA^tS^— ;^6 li coTM 
<D&U4tti?x.—M±, ±j£b\^Mtenyy j 

y s y y r A Jvnnmz^x^ti^tiW^Wfr^ 

[0 0 5 2 ] kWt^yjt^eik ^IJ^^jl— 

n^aaa l fcisa* k v a ^ y ~)v 6 1 k 

[0 0 5 3 ] JI^T\ #W ^i/jL— )V6 li , ■-, 

6i k , 6i N x\mm<^mmm^titcr>i:\ 

[00 54] k W ^s^jl— 7k 6 l k (2. ^fegfefrS 

SffiRofc-r^^S: kW J r:7-Ot^61 kA tlt^fr 

m 5 7 1 ffi-r t^frco ^yx—? ztLXK^&co 
x\ %<D^y*-?cow&i<zm^xm&*m^& (s 

15). 

[00 55]^I1 3y7^"V-y3y7r-i^ 

6b, kW^^s/jL— ;^6 l k Tli. ±S^W-\^& 
y^-MWlL/tlS^f-^ ^kl^>f^y^;k^6 
l kA Srilii§ii:fcc?)fe (S 1 5 1 ; YES) , ^cOx- 

^iBB»t6*^CIi (SI 52 ; YES) . A 7 7 
rJffilLTSIiL ( S 1 5 3 ) . 77>J^y 3 y 

(S 1 54 ; NO) , k W^S^jl— ^6 l k &Sc(f 
So fLTs v^W^ h SrS^StP (S12) , 

[0 0 5 6 ] A 7 7T&ttfflUIi^L ( S 1 

5 3). BfilS&FSST (S154; YES)C 

{2 k V A ^VSffi^SP 6 1 kB ^ 7 7r (if- 9 tm £ X 

n (SI 52 ; NO) Ltzf-9^^f—9 

mmm^ 7 tfs-r^-f s>f ^t*ofci:#fc: (sis 

5; YES). kl/^^I«Si6 1 kB ^A' 7 7T(lf 
iT^fcx— ^*WH»5 7 taW" ( S 1 5 

6) 0 f-^i?f/fl5 7{:I§^^^sy/t 

^o^fc^^T* (S 1 5 5 ; NO) , ZflZ. *)±M\COm 
<DVA^ -Ja.—MZf—^^m^'o 
[0 0 5 7 ] ZtltiZX 0. kl^-f ;^6 l k j: 
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5 IzWffmZtLX ( S 2 3 ) . iMHSfiftrr-* fc 

LX Trac j b^f^94 aj^T-^SPWfiBS 7 t£ 

[0 0 58] JJLb<?D«iat l^y*y btefc»95&r<Ii: 
izi 0 (SI 3 — S 16). hV^?±TOf^^ 

(S23K ri amj tU5f^94b}:, r a cj 
ti^f^94dJ:, r raC j ti^f u ^94a 
fc. r ker. j ^V^7*-^9 4ct^flJ§^X-^ 
Si?>C WffiilSftT ( S 24 K ri am a c 
racker. j t U 3 77° 'J y h V ^ ^TOTU^f- 
^9 5tS*L4 0 

[0059] Tfu^S<7) W j.-;^±IE^) ± 5 
[00 60] NW^-f/I^S 1 n T(4. -LiEfcH* 

/ \" 5 ^ - ^ T'S 1 1 IX o ft: x - 9 co$m £ ff v \ Wflrr 

-^DTt LT^-^j»WgE5 7tffi"t ( S 1 6 ) 0 
[00 6 1 ] ZCD7U-^-h%mm^-tll$, 

[0 0 6 2] 7 s — ^*pw«5 7rtt. rry^yny 

r+^^fif 5 7 o^^f%^^T^^^ny^^ ^'V 

5 6*^ <7) jBflf t : - ^DTt ^lE^I&fc L X ^ S 

[0 0 6 3] <r<rx\ rry ^-^3 yr^5^if5 1 

SfflnioCLTi^ 0 fit. £;ft.&0»Sffl^fcK 
[0 0 64] (i)aaLTl^7°nh3/^^J;-3 

^jiH^rry^— s^hV'T^^ifs 7 offlonyy * 

yv—is* yyrA Mz^mLXte^, Wff-^DT 
tayy^Vyg >7 r ■< ^fcEttS#ut¥J«*it 

[00 6 5] (ii) ^^.Uf ^«ffit&5t^:il 
t h iCSBs&s ft 6 7 r 4 ;W7n /5A^77°li 

7 r A Mz%m> L T § . IBtt L T *5 ^ ft U V — * CSE 
[00 66] _LJ6Lft:*-y bV-^TpjESW^XxA 5 

Kites 



[0 0 6 7 ] (1) TCPTPf^y-mff 

£rtl£8!lL. dot 7 y 3 y & t *X b ^7 
r A Mz^ST9^^th Z b . 

[00 68] (2) SMTP y°XJ h ^3)VC0 DEBUG3 

^x^thZb. 

[0 0 6 9 ] (3) MIMEJfotliS^Xh^ 
[0 0 7 0 ] ( 4 ) fl^.* ^ -X £ 

[0 0 7 1 ] ( 5 ) telnet 7°P b r?/PT\ root, guests 
[0 0 7 2 ] ( 6 ) TFTPTU b n/PtfflWt: „ 

b. 

[0 0 7 3 ] JSLbtfO ± 3 t«^S^*HJft?fMO* >y 
[0 0 74] ( 1 ) rrUt- y3^W7y3 

-ft $ tLT ^ £ ft: A»Jff * fx o £ fc 3& s ffllS*Cfc £ ^ . 
ffi^ffi^^ >y b ^-^TpiESWv-X^^ 5 0 TliTT'J 

titc X 0 . x-^*^^iE^*ESr^«iJS-rs £ b 
4 - fc ^ i 0 V ^ieIW ^fr o Z b &X% h . 

[0075] ( 2 ) ett^^^y^-;HbtJ; 0. 

o o co x ? iz^Ttutx^ , ^mmm<?>^ vhv 
izm-3% z co^/^mm lx^^m^ 

mn^-&<ox\ ffifzftTuhafrtfm^tiXh, ay 

jl-;^^ Sr^f S - i: t J: 0 ^JE*T S - t 

mm-rizb&x^&« 

[0 0 7 6 ] ( 3 ) ?-?ffiffiffiX^mmii^>7 

4 yv-y b y7r-i Mz^mLtzffiWr&itzm-J^x 

ftibti&cDT. mfz^mmco^JEco^^ziy7 4 ?V 
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covy b i 7xTgf*£r«rft<r t^Kmmi-^-t^ 

T^ft, 

[0077] ( 4 ) mmm^- -y YV-9 3bcr>m^io 
tf. LAN lCDXr-— ^gy^hSE^-y 17-^7^1 

[00 78] (5)lI^7l7-?3J;U*Xl 

T'Sft. 

[ o o 7 9 ] 4 *j , ±^<7)HiSt^®{i*^BJ<7)im*SI 
Jto— ffJ-Cti & ft # £ ftteRRje S ft S «0T142r < 

£>ft. #!li.t±\ ilOCStiot, ?=FIE 
jjftlf y^fA 5 0 tltlfcTD* -y ly-^ly^i- 
x £f£ftT v;^*- A-fW -Sit **T S S . «*. If 2 

h'7-^4, 5tSSKSft4f:Stt, LANU^* 
7l7-?7t <^ia<753WIti#-f * -y h «7— i^^iEWW 
yXrA5 0«|*lg|l$riiiii-rfti fclc&ft. Z\cr>fzib^ 

^KOiHTLJKIfaifc^TS*. ifttiO. *>y 

[0 0 80] HI ltc^-riatc, ^7 17-? 
^lEfSWyx-fA 5 0 A-ffc^S x 

-FA-y^S-tfft iafcl/CfcfiV*. Hi It 
ti , r — ^ ffr£gp 5 6 RXf"r~ 9 WSxU 5 7 toMffc 

flf^tdi-sT^-^^gP 5 5<?D«a3&gMtSft«. . 
ifttciO. fSWf^ftlFI. ^Eff%WfcftT^ft-fe>y 
y 3 y^>*.x Mt^#5£T"# ^-CDjlfit-'OVvt 

14* -y h>7— ^^T£»t)f ^XfA 5 0 

i 3 fc-r-*JDB6» 5 5 ^MM-Tft i t ft . Ltz 

^-)T> *>y hV — ^T*«0^jE«0LAN l^^OfiA^K 
ih-Tftii:^T'#fto 

[008 1 ] HI 2t,Z^k-?£ol l Z. 

35562:. WfBtfiOW ^7 <t)V96 1 1A , 6 
l kfl , 6 l HA t*i-ft7-f^Uy^ilBS»5 8 
M«jt<9W^?Sfliag3P6 1 1B , 6 1 kB , 

6 1 WB ^-r&mmmmmM 59t zmntz^wz-th 

Z b § ft . £ -f-^ffrtSK 5 6 f 14. 7 < 

5 9t l z^x^v^^z^xcrmmmm^fxo . ; 

ft ft ^46. ^S^Sffi^a^^E'J 

ft „ ^7 17-? ^iEMtf yXfA5 0 <7)lMfcJDft 3E ft 

Srllftit^-C'^fto 



[0082] £jfc, ±j*Lfc«iai9B(llt»li*'y 17- 

fAi^l^^t^t LTV>ft#\ .Iftfctill^ft 

- ^iK*IfI b * ffc&Eg £ -r-^fffflrXfl bZa 
y t° -l — 9 tUfr § -ti: ft ft n ? zr A & IEI4 L tz C 
D-ROM^7n>y f— 7 s ^ ^ ^ 3 y b° A - ^Ire^ 
m 0 ¥fg^lB»«fr^ffiffl LT^Jlfflr? y t * - ^ ^ ft« 

^-ftiiitT-'&ft. 
[0 083] ;iT'«7o/7All ffifg 
MffXr— y 3 ycofa-CKJB-ftSftstTn h aMz X 0 
illl^ff^ 1 3 fc«9fiSft>t*-y hV-^±-C'fEiH$ft 
T v ^ ft v n° *r -y h Bt "9 atfr - ^ KftXg £ mft ft -r 

- 9 WM&M. t . Ps B ii-ft^ tifz y n h 3 MZ JE t @Jf 
it^E a — ;P <r>) ^ * — ^ & ^#>!f ^ Ji^'C , v ^ rj y 

7 -f ^v- y 3 y 7 r >f /i-T'^^ft^'lf mxzm^^x 

j.-^T7 >9'LX^y- v hcom^-it^titzf 

- 9 Sr jtcomtL iznmmt ft ; 1 1 i o mw t - ^ & ^ 

ftO»i^Ttil^/£3 y7 ^'l/-y 3 >7 r •Ot'TS 
ftfc 1*1 WSrStcx- ^ fffiSc^HllA 1 6 eymVr?— 9 t,z 
T^JEtf9t± LT^ftj&^'JS-Tft t : -^»tlflS* Hfi-f- 

ft x — 9 mt^m t i n y e * - 9 izgrn § ft tz&bco 

t> (DT fo ft o 

[0084] ttz. ±MLtzmmmmx'te7-9WMj: 

-^(cn^s-frTv^ftA^ <rftt(4i3B^ft-r«rft^^x 
3 y e A - ^ j&> a, j&ft t st^atcuff s 

TtZXHzLXb^K ±«L/tSflflt 
(4, ift^x-^JRAlgtx-^^BicXSh-f'-^A? 

mTMbi a y\f^~ 9 izmff^MXi^^K -mziz 
mt>tv?z. ft twigJ y-^-y xEB&trigff^-ii-s 1 

C itf- ^ SWMJMfr h W ^ y h ^#PiS-f fct V a — 
/Vt'7 ^/WJy/'LW'y hcOli^MtSft^r'-^ 

sr7c<7)#etcB^-rft i fc "jnwfx - ^ sit )«;-r 

ftW, f~9W0xTMX'\tf~9bLxm^cnh^M 

mm^mvxy"- 9 * ww*t* t -t ft ; t #-e# ft . ; 

fc^T^ft, 
[0085] 

^ >y hv-^^i5(tft^iE&»W-rft^rSt iit, r 

Mi-fttyA-zlt^ /k^ V y9"LX^y<y hcoM 

ftik^titz^-9*jt<r)^mzHmm-h ; t izx k>m 

Sifter)^ ft ffffi^a^MtfT 1 '-^ Zfflffittm b-t&Zb 
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[0086] mz^-y bV-flZ&tf&^JEltf-?^ 

ft -5 £ fc £ 4 j6* . *vb7-? -hTfiSS § ftT 
» £7)^r_ ^a5*t^3E**5S* cotiffllt 

t-j> « . £ tuzst l . ^wn-c-immm^MMc?) h & 

± LtzfrZ^lzmfcth £ t S . 
[0087] ttz, m$$%2adMc0WM<7)*'y 
izt3ifi> ^jEMffigmiz J: & k , -f'- * fSSStfctJ v 

m-mzmmtt £ t iz ± owerr-* &^«lt . r 
[0088] § $> tt^ii 3iatt^^Bj^ia®«*^ 

ftMfr&Ak.&xy tzmft Z^hfztbcoy'W 
y A £ ffiK<75 3 y b° a - ^ (cBKWRfc-lfTISfr § it"C v * 

ror . y y wimte&ixfc.T- $ ^7tcommzmmmT^> 

mk-?&c\k&X°$&<, Zcotztb. f-?MMz&$LL 

[0089] L3t3&>'-5T, If *II 1 3 COV^-m^t; 

f Ett L Hint «fc «fc o 3r«* * f# 6 £ ^'f § 

[0090] ( 1 ) 77'J t-ya yB^Offi&COSS 
TW-fe 7y 3 ycDSff^fr o £ k . TIEHf #r£ 

^-53to -r^**^ ^■7iy-mw^7iw 

r- * HBHBHII $ fit ^ h fcibjlWf £fr oZk imWC 
#H$s^?ffi<7> *7>7-? JS¥W ^x-f AT* 

X ^-i. <DXW&X y - ^ ^Sift^S T—9k~th^k ifiX 

Sr^ffi-T-I. £ h t J: 0 3W^>&V ^JBBW^If a £ i: ** 
[009 1 ] (2) Jftttf^^rt^jt— /WtfciO, 

o fc^x/WtC* , f-^ffCCSi L < (if- 



£tfO ; &'r;P^fiJffl LTJWr-r-^SrfffiJS-ri.fOT-. 
yyrA ;iit/f- 9 \t$OMm L < iix- 9 ftf&fflco 

ZmWzm^ZtifzTu b a/UtJJiES-frSfcftfc'r— 
(i^rv^-c. Ta h ?>l-me)Mj\l<zm%,lzttJfc-f& £ t 

[00 92] ( 3 ) f-'-^WWlS^L< tt-r-^JSW 
gp-c^jEW^fJiny^ a Vis— is 3 yyr-iMzsm 

Ltzm%tf?mi,zm-3\^xfthti&cDX\ mti&BM&F 
h x r a * & ^m-t h £ t =5: < mm-f z> £ t **t § 

[00 93] (4 ) hV—7 k?)®.fr-&h-£ 

(3f , LAN ^X^-y 3 y^hSR^ 7 17-^ ^'ISScfc 

[00 94] (5)SffS*7h7-?tLTW>^ 

[HI] *^BJ« * ■/ h T7 - ^ ^UWHHfijfifltffl $ 
Jt*7b7-? >PiES¥ W y x t- A co9m<7)BM Z ^i~y' 

[112] ^••yhV-^^IESSW^XxAis^-y hV-^ 
[03] ^--y b7—7^jEffiVfi/Xf-J±<Dmt&C0BMcr> 

[04 ] |5l|gSt»ff^T"fieffl-rs ay7^y-y 3 y 

y y a )vcr>m^-tmmxh 6 . 

[H6 ] I^^M^ffM^I&ff^BH'r^^^^a-^ 
[07 ] HSEHsc^Wil^iW^SMWtifcftwErc* 

[H8 ] mmffi<vBm<7)mfc&mw~t&tztb<7)mx'$> 
[ m 9 ] nmmmmx^mLtzm^^-tmxh t . 

[010] b V-^^IEiJItf^XT-A^ffi^H^ 
M£^r 7"Q >y ^ 0T"ft £ . 

[0113 ^■ybv-^^jEmm^^.^m^mmm 

[012] *>y 17- ^?REi?tfyXT-A^$ ^tfficT) 
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5 0 




1 LAN 


5 5 


T 




5 6 




7 *?m*vhV-? 


5 7 





[01 ] 




62a 62b 62c 



562 
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¥1 0-3 13341 



[02] 



[03] 



1 1 




-52 



51 



-53 L * 7 



T 

50 



3 



51 



PT 



PTa 



V 



56 



DT 



t 




57 



50 



[H4] 

^ 500 

# # 

# Filter for login Analyzer # 

* ■ ' # 

filteraet [ 

physical = I ether: * <-> aa:bb:cc :xx :yy: a a } 

network - \ ip; * <-> 202. 26. 95. SB } 

transport - -I tcp: * <-> 23 } 

analyzer = { login A login. conf lag login, log -dump login.duinp} 

} 



800 



807 

806 
805 

804 
-803 

802 

801 
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[06] 



(start) 



j =iy7^^^"Vay77^^0flt»a»h — Sll 

T 



I sss^&tf [ — — S12 







1 V-^-^^'Jzi.—tV 



S14 



No 



No 




SI 51 



— S1S2 



S153 



JHftft 



S154 




S15 



S155 



Yes 



S156 



_L 

y- 



(13) 



[H7 ] 



am 



cracker. 



S21- 



matt 



ftm£tlfrr7 




94b 



I am 



94d 



a c 



94a 



rac 



94c 



ker. 



91b 92b 93b 



[D 



7* 



lD 



JdH3 rac 



«*1 



mm 



T 



I am 



^94a_ 



. — 90a 
90b 



ker. 



a c J^94d 



94b 
94c 



— 90d 



91d J 92'd 793d y 
91c 92c 93c 



[08] 











F 


mm 



I 



S24 — 



I 



91b 9?b E 
/91af y92a ( /03a/ 


13b 








rac J 


«W3I|£ID 




I am J 


SflMfcl 


D 




D 


mm 


ker. ^ 




D 




D 


mm 


a c , 


9id y 


92d y 


/ 

93d J 





=fe-90b 
F^90c 



90d 

~94d 



I am 

9^b 



am 



a c 



rac 



94d 94a 



cracker. 



ker. 

r— 

94c 



z 95 



[Hi o] 




50 



< 



^ y hT7 -^2 



r 



5 
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[09] 



900 



Cracking DaLa contents 



Date 

Server Address 
Client Address 
Defhost Name 
Login Ximas 
Easy Password Used 



Dec 26 13:28:00 1996 
202 .26. 95 . 68:23 
202 .26. 95 . 69: 1024 
hostl 

Threshold User ■■ 0 Threshold System 
NO 



- Command Details 



S : 

S : 

S : 

S r 

C : 

S : 

C : 

s : 

S : 

C : 

5 : 

C : 



Welcome to itiail.nal.go.jp <ttyp4) 

login : 
root 

Password: 
roots 

Login incorrect 

login: 

root 

Password: 
root 



[011] 



552 



^^^^ 



55 



-50 




I 



,57 



i 



aw?*** 
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[012] 









552 

-—i 


y 


f 







- 551 



55 



~7A n^as 




61kA 



61na i/56 



Y 



61kB 



6lNfi 



Y 



57 



62a 62b 62c 



562 



